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Abstract

The Fermdl transformation system, basedon re-
searh carried out over the last sixteen years at
Durham University, De Montfort University and Soft-
ware Migrations Ltd., is an industrial-strength formal
transformation enginewith many applications in pro-
gram comprehensionand language migration. This
paper is a case study which uses automated plus
manually-directed transformations and abstractions
to convert an IBM 370 Assenbler code program into
a very high-level abstract speci cation.
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2 Intro duction

There is a vast collection of operational software
systems which are vitally important to their users,
yet are becoming increasingly dixcult to maintain,
enhanceand keep up to date with rapidly changing
requiremerts. For many of these so called legacy
systemsthe option of throwing the system away and
re-writing it from scratch is not economically viable.
Methods are therefore urgently required which enable
these systemsto ewlve in a cortrolled manner. In
particular, legacy assenbler systemshave high main-
tenance costs, and migrating such systemsto a dif-
ferert ervironment (eg. a client-server architecture) is

much more ditcult than for high-level language sys-
tems. The Fermar transformation systemusesformal
proven program transformations, which presene or
re ne the semariics of a program while changing its
form. These transformations are applied to restruc-
ture and simplify the legacy systemsand to extract
higher-level represertations.

By using an appropriate sequenceof transforma-
tions, the extracted represenation is guaranteed to
be equivalent to the original code logic. The method
is basedon a formal wide spectrum language, called
WSL, with accomparying formal method. Over the
last sixteen yearswe have developed a large catalogue
of proven transformations, together with medanically
veri able applicability conditions. These have been
applied to many software developmert, reverseengin-
eering and maintenance problems.

3 Theoretical Foundation

The theoretical work on which Fermar is basedori-
ginated not in software maintenance, but in researt
on the dewvelopmert of a language in which proofs
of equivalence for program transformations could be
achieved as easily as possible for a wide range of
constructs.

WSL is the \Wide Spectrum Language" used in
our program transformation work, which includeslow-
level programming constructs and high-level abstract
speci cations within a single language. This has
the advantage that one does not needto di®ereri-
ate betweenprogramming and speci cation languages:
the entire transformational developmen of a program
from abstract speci cation to detailed implementation
can be carried out in a single language. Conversely



the ertire reverse-engineeringrocess,from a translit-

eration of the sourceprogram to a high-level speci c-
ation, can also be carried out in the samelanguage.
During either of these processes,di®erernt parts of
the program may be expressedat di®eren levels of
abstraction. So a wide-spectrum language forms an
ideal tool for developing methods for formal program
dewvelopmen and also for formal reverse engineering
(for which we have coined the term inverse engineer-
ing).

A program transformation is an operation which
modi es a program into a di®erent form which has
the sameexternal behaviour (i.e. it is equivalent under
a precisely de ned denotational semartics). Since
both programs and speci cations are part of the same
language,transformations can be usedto demonstrate
that a given program is a correct implementation of a
given speci cation.

A re nement is an operation which modi es a pro-
gram to make its behaviour more de ned and/or more
deterministic. A typical implementation of a non-
deterministic speci cation will be a re nement rather
than a strict equivalence. The opposite of re nement
is abstraction: we say that a speci cation is an ab-
straction of a program which implemernts it. See[5,6]
and [1] for a description of re nement.

The syntax and semartics of WSL are described in
[8,9,12] so will not be discussedin detail here. Most
of the constructs in WSL, for exampleif statemernts,
while loops, proceduresand functions, are common
to many programming languages. However there are
some features relating to the \speci cation level" of
the language which are unusual. Expressions and
conditions (formulae) in WSL are taken directly from
“rst order logic: in fact, an in nitary “rst order logic
is used (see [4] for details), which allows countably
in nite disjunctions and conjunctions. This use of
“rst order logic meansthat statemerts in WSL can
include existertial and universal quarti cation over
in nite sets, and similar (non-executable) operations.
Two list operators are also usedin speci cations: for

operator @ is de ned:
fal =, H(a)f(a);:::;f(an)i

For a binary operator g and non-empty list L the
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For example, if f is a function which returns integers,
and L is a non-empty list of suitable argumerts for f,

then +=f o L is the result of applying f to ewery
element of L and adding up the results. We also
use (L) to denote the length of list L and LJi::j]

Over the last sixteenyearswe have beendeweloping
the WSL language,in parallel with the developmert
of a transformation theory and proof methods. Over
this time the language has developed from a simple
and tractable kernel language[9] to a complete and
powerful programming language. At the \lo w-level"
end of the languagethere exist automatic translators
from IBM Assenbler into WSL, and from a subset of
WSL into C. At the \high-level” end it is possibleto
write abstract speci cations, similar to Z and VDM.

In [10,13]program transformations are usedto de-
rive a variety of excient algorithms from abstract
speci cations. In [10,12,13]the sametransformations
are used in the reverse direction: using transforma-
tions to derive a conciseabstract represertation of the
speci cation for seweral challenging programs.

In [11] we describe a case study using Fermarl
to migrate an assenbler program to modular and
maintainable C code, using purely automatic trans-
formations with no manual intervertion. As far as
we know, none of the other researtiers in program
transformations (for example,[2,7]) have attempted to
apply their methods to assenbler code. The nearest
researt is Cristina Cifuentes work on decompilation
and binary translation [Cifuentes CSMRO0OQ].

In this paper we go ewven further in the reverse
engineeringprocess. Starting with the sameassenbler
program from [11] we use formal transformations to
abstract an equivalert high-level speci cation of the
program.

4 Example Transformations in FermaT

In this section we describe a small number of the
transformations implemented in Fermal which are
usedin the casestudy. If S; and S, are any WSL
statemerts and ¢ is any countable set of formulae
with no free variables, then we write ¢ ~ S; - S,
to denote that S, is a re nement of S; wheneer all
the formulae on ¢ are true. If ¢ ~ S; S, and
¢S S; then wewrite ¢ © S; Y4 S, and say
that S; and S, are equivalent If S, is generatedfrom
S; by a program transformation, then ¢ ~ S; Y4 S,
where ¢ is the set of applicability conditions for the
transformation.



4.1 Expand Forw ards

If B is any condition and S;, S, and Sz are any
statemerts then:

¢ " if Bthen S;elseS, ; S; Y4
if B then S;; Sz elseSy; S3

4.2 Loops

As well as the usual for and while loops, there
is a notation for unbounded loops. Statemerts of the
form do S od, whereS is a statemert, are\in nite" or
\un bounded" loops which can only be terminated by
the execution of a statemert of the form exit(n) which
causesthe program to exit the n enclosingloops. We
use exit as an abbreviation for exit(1). To simplify
the languagewe disallow exits which leave a block or
a loop other than an unbounded loop. We also insist
that n beaninteger, not a variable or expression|this
ensuresthat we can always determine the target of the
exit.

De nition 4.1 Glohal Substitution

If P(S;p) is a predicate on a statemert S and position
p within S, and SYS;p) is a function which returns
a statemert for any given statement S and p, then
the e®ectof replacing or appending to the statemert
at position p in S with SYS; p) for every p sudc that
P (S; p) holds is denoted:

£ o — a
S S(S;p)=p P(S;p)

If the statemert at position pin Sis an exit statemert,
then it is replacedby SYS;p). Otherwise, SYS;p) is
appendedin sequenceafter the statemert at position
p.
Within a global substitution we use (S;p) to de-
note the depth of a componert of a statemert. This is
the number of enclosingdo ::: od loops surrounding
the componert. We use ¢(S;p) to denote the ter-
minal value of a statemert. This is the number of
enclosingloops around S which might be terminated
by execution of the statemert at position pin S. If
the statemert at position p in S does not terminate
S then ¢(S;p) = i 1. For example, any exit(n) has
terminal value n. If S contains an exit(n) within m
nested loops (where m 6 n) then the terminal value
of S itself, denoted ¢(S; hi), will be at leastnj m. A
statemert S with terminal value zerocannotterminate
any enclosingloops, so the next thing to be executed
after S will be the next statemert in the sequence
cortaining S (if there is one). Sud a statemert is

called a proper sequene. If S is a proper sequence,
then:

¢ * doif B then exit ; Sod ¥ while : B do S od

In the following transformations, the global substi-
tutions are all applied to the simple terminal state-
ments of S. These are the statemerts which are
neither a sequencea conditional, or ado ::: od loop
and which will terminate S if they are executed. For
example,in:

if B then x := 1; y:= 2 elseexit

the terminal statemerts arey := 2 and exit. If the
statemert is enclosedin a do ::: od loop, only the
exit will be a terminal statemert.

We usually omit the parametersfrom +and ¢, in a
global substitution when these are obvious from the
cortext.

De nition 4.2 Incrementation

The incremertation of S by n (where n is any non-
negative integer) is de ned as the incremertation of
all simple terminal statemerts in S. An exit is in-
cremerted by incremerting its parameter, while any
other simple statemert is incremerted by appending
an exit:

S+n =, Slexit(h+ ¥)=pj¢> 0]
For example:

if B then x := 1; y:= 2elseexit  + 2
= if B then x := 1; y := 2; exit(2) else exit(3)
while:
doif B then x ;= 1; y:= 2elseexit od+ 2
= doif B then x := 1; y:= 2 elseexit(3) od

De nition 4.3 Partial Incrementation

The notation S+ (n; m) where m > 0 denotes in-
cremertation of the terminal statemerts in S with
terminal value m or greater:

S+ (nm) =, S[exit(n+ %) =pj ;> m]

Note that do Sod+ (n;m) = do S+ (h;m + 1) od.
4.3 Absorption

For any statemerts S; and S;:

¢ Sy, Sy Y4 S1[S2+ x=pj ¢ = 0]



For example:

doif B then x ;= 1;y:= 2elseexit  od; z:=1
doif B then x := 1;y:= 2elsez:= 1; exit od

This transformation canbe applied in reverseto \tak e
out" code from a loop.

4.4 False Loop

We can insert a loop around any statemert, by
incremerting it “rst:

¢ S Y%doS+ 1od

(This is a \false loop" becausethe body of the loop
can only be executedonce).

45 Loop Doubling

Any loop can be corverted to a double loop by the
last transformation, or by incremerting the body of
the loop:

¢ doSod ¥ dodoSod+ 1od
Y, dodo S+ 1 od od

More generally, we can arbitrarily decide whether or
not to incremert ead terminal statemert in S with
terminal value zero:

¢ doSod %
do do S[exit(x+ 1)=p
je¢>0_ ¢=0" 23 S;p)] odod

Where 2 is any condition on S and p.
This canbe combined with the inverseof absorption
to \isolate" part of a loop body. For example:

¢ " doS:;if B then S;elseS,  od
Y4do do S+ (1;1);
if B then exit else S, + (1;1) ~ od;
Sy od
4.6 Loop Inversion

If S; is a proper sequencehen:
¢ " do S1, S, od Y Si; do S, S1 od
More generally, for any statemerts S; and S;:

¢ " doS;; S, 0d ¥ do Sg; doSy; S; od+ 1od

4.7 Loop Unrolling

We can unroll the rst step of a loop:

¢ " doSod ¥ S[doSod+ ++ 1=pj ¢ = 0]
[exit(¢ + i 1)=pj ¢ > 1]

where the RHS cortains two successie global substi-
tutions on S.

More generally, we can insert a copy of the whole
loop, with certain terminal statemerts of the loop
body incremenrted, after certain terminal statemerts
in the loop body. Let S° be formed from S by incre-
menting selectedterminal statemerts with terminal
value zero:

SP= S[exit(x+ 1)=pj ¢ = 0" ©(S;p)]
where © is any condition (seeSection4.5). Then:

¢ " doSqd — o
Y, doS doSod+ ++ 1=p ¢= 0" 3 S;p)
[exit(¢,+ £ 1)=pj ¢ > 1] od

where? is any condition.

5 Mo delling Assembler in WSL

Constructing a useful sciertic model necessarily
involves throwing away some information: in other
words, to be useful a model must be inaccurate, or at
leastidealised,to a certain extent. For example\ideal
gases"\incompressible °uids" and \billiard ball mo-
lecules" are all useful models which gain their utilit y
by abstracting away somedetails of the real world. In
the caseof modelling a programming language,suc as
Assenbler, it is theoretically possibleto have a perfect
model of the language which correctly captures the
behaviour of all assenbler programs. Certain features
of Assenbler, such as branching to register addresses,
self-madifying code and so on, would imply that suc
a model would have to record the ertire state of the
machine, including all registers, memory, disk space,
and external devices,and\in terpret" this state aseah
instruction is executed. (Consider the e®ectof loading
some data from a disk e into memory, performing
arithmetic at arbitrary placesin the data, and then
branching to the start of the data block!) Unfortu-
nately, such a model is uselesgor reverseengineering
or migration purposes.

What we needis a practical model for assenbler
programswhich is suitable for reverseengineering,and
is accurate enoughto deal with all the programming
constructs which are likely to be encourtered.



5.1 Assembler to WSL Translation

The aim of the assenbler to WSL translator is to
generateWSL code which modelsasaccurately aspos-
sible the behaviour of the original assenbler module,
without worrying too much about the size, exciency
or complexity of the resulting code. Typically, the raw
WSL translation of an assenler module will be three
to "v e times bigger than the source Te and have a
very high McCabe cyclomatic complexity (typically
in the hundreds, often in the thousands). This is,
in part, becauseevery \branch to register" instruc-
tion branchesto the dispatch routine, which in turn
cortains branchesto ewery possiblereturn point. In
addition, ewvery instruction which setsthe \condition
code" °ags will is translated into WSL code which
assignsan appropriate valueto a specialvariable cc (to
emulate the condition code): whether or not the con-
dition codeis subsequetly tested. See[11]for further
details of the assenbler to WSL translation process
and the various featuresof commercialassenbler code
which it hasto deal with.

Howewer, the Fermal transformation engine in-
cludes some very powerful transformations for sim-
plifying WSL code, removing redundancies, tracking
dispatch codes, and so on. In most casesFermar
can automatically unscranmble the tangle of \branch
and save" and \branch to register" code to extract
self-cortained, single-erry single-exit proceduresand
so eliminate the dispatch procedure. In addition,
Fermal can nearly always eliminate the cc variable
by constructing appropriate conditional statemerts.

6 The Sample Program

Our sample program is from \A Guided Tour of
Program Design Methodologies", by G. D. Bergland
[3] whoin turn took it from a story called \Getting it
Wrong" that has beenrelated by Michael Jackson on
numerous occasions:

proc ManagementReport ~
var SW1:= O;SW2:= 0:
Produce Heading
read stu®);
while NOT eof(stu®) do
if First Recad_In_Group
then if SW1=1
then ProcessEnd Of_PreviousGroup

SW1:= 1,
ProcessStart_Of New Group

ProcessRecad;
sSw2:=1
else
ProcessRecad; SW2:= 1
read stu®)
od;
if SW2= 1 then ProcessEnd Of_Last Group

Produce Summay
end.

The program is a simple report generatorwhich reads
a sorted transaction le: ead transaction cortains the
name of an item and the amount received or distrib-
uted from the warehouse. The program generatesa
report shaving the net changein inventory for eath
item in the transaction e.

Our residert assenbler guru was given the above
pseudaode and asked to write an assenbler imple-
merntation which usesasmany \features" of assenbler
as possible. The result is given in Section 11 (I
should like to point out on his behalf that this is
not his normal coding style!) The program includes
self-madifying code: the \'rst time through switch”
SWis implemented by modifying the branch labelled
LAAAto a NOHN the instruction labelled LAB and an
EXecute statemernt has been used to get a variable
length move.

7 Automatic Program Transformation

The rst stagein the transformation processs Data
Translation. This transformation usesthe restruc-
tured data Te to changethe data represenation in the
program. Initially all data is accesseddirectly from
memory (represenied as the byte array a) by adding
the baseregisterto the displacemen to getan address.
The restructured data Te givesthe layout of all data in
memory, so by making some reasonableassumptions
about non-overlapping DSECTS etc., Ferma is able
to transform the program into an equivalernt program
where the data is accessedlirectly through variables
and structures. For example,considerthe \raw WSL"
statemert:

IP mvdadb(writem; r3); 3+ 1]
var a[db(wlast r3); 3+ 1]);

Here, the IP indicates an external procedure call to
the mvc procedurewhich implemernts the MV C (move
characters) instruction. This moves the given num-
ber of characters from the given source addressto



the given destination address. The function db(x; y)
simply returns x + y, the displacemen plus the base
register, so the sourceaddressis writem + r3 and the
destination addressis wlast+ r3. After data transla-
tion, the samenamesare usedas the actual variables
and the baseregistersare eliminated.

This statemert is automatically transformed into
the simple assignmett:

wlast:= wrecwritem;

In the caseof our simple program, there is only one
structure to uncover: the wrec print record which
cortains elds writem, wrtype and wrqty plus some
unnamed Tlers.

The next stageis control °ow restructuring: elim-
inating non-essetial labelsand branches,introducing
loops. This is carried out in a seriesof passeghrough
the program, at ead iteration the program is searted
for points where a simplifying transformation (such as
loop insertion or branch merging) can be applied. The
iteration is cortinued until no further improvemert
can be achieved.

The raw WSL is written as an action system a
collection of parameterlessprocedures(actions) where
execution of any actuin will always lead to either
calling another action, or calling the special action Z
which terminates the whole action system. An action
systemitself is a simple statemert, so action systems
can be nested inside eac other, but a sub-action
system cannot call actions in the main system.

The system then analysesthe remaining actions
to determine which actions may form the body of a
simple procedure. To do this it usesboth cortrol
°ow and data °ow analysis. If it determines that
a collection of actions form a procedure, then these
actions are extracted out as a sub-action system in
the body of the procedure.

After cortrol °ow restructuring we have data °ow
analysis: in particular an extended form of constart
propagation which can propagate return addresses
through procedure calls. If a dispatch call is en-
countered with a known destinationvalue, then it can
be unfolded and simpli ed. The sametransformation
also dealswith conditional assignmers to the condi-
tion code (cc) in order to remove referencedo ccwhere
possible.

Fermal was able to extract a collection of actions
to form the endgroupprocedure, sothat the code:

rl0:= 112; call endgroup
becomes:

r10:= 112; endgrouy); call dispatch

Fermal determinesthat the valuein r10will be copied
into destination by the body of endgroup Within
dispatchthe value in destinationis compared against
the o®setsof all the possiblereturn points. O®set112
is assaiated with the label lab, so this call dispatch
can be replacedby call lab.

The cortrol °ow and data °ow restructuring trans-
formations are iterated until no further improvemert
is possible. Figure 1 lists the metrics for the raw
WSL translation and after automatic restructuring
and simplifying transformations have been applied.
This order of magnitude improvemen in most of the
metrics is typical for all sizesof assenbler module. See
[11] for more details of this part of the transformation
process.

Metric Raw WSL  Structured WSL
Statemerts 561 106
Expressions 1,589 210
McCabe 184 17
Control/Data Flow 520 156
Branch{Lo op 145 17
Structural 6,685 751

Figure 1: Metrics Before and After Transformation

begin
f laaa:= 1;
IP open(ddin.ddnameinput var 09);
IP open(rdsoutddname output var 09);
wprt[1::17]:= \ MANAGEMEREPORT
write1(); writel();
wprt[1::20]:= \ITEM NETCHANGE
writel(); writed();
xswl:= 0O;
dor0:=0; rl:= 0; r15:= 0;
IP get(ddinddnamevar os r0; r1; r15; wreg;
if IXC end.of_Te (ddin.ddname
then exit(1) —;
if wrecwritem 6 wlast
then if f_laaa6 1
then endgroug) ;
f_laaa:= 0;
wlast:= wrecwritem;
wnet:= IXF zap(\ hex 0x0C') ~;
worka := IXF packwrecwrqty; 2);
if wrecwrtype6 \R'
then wnet:= IXF sp(wnet, worka)
else wnet:= IXF ap(wnet worka) ~;
xswl:= \hex OxFF' od;



if xswl= \hex OxFF' then endgroug) ;
wprt[1::17]:= \NUMBERHANGED ";
IP edwchangél:: 10] var workb);
r4 .= 'XF addressof(workb); rl:= 9;
doif ar4;1]6 \ " then exit(1) ;
r4:=rd+ 1,
rl:=rli 1;
if r1 = 0then exit(1l) ~ od;
a['XF addressof(wprt) + 17;r1+ 1]
= afrdrl+ 1j;
write1();
IP closé€ddin.ddnamevar 09);
IP closérdsoutddnamevar 09
where
proc endgrouf) -
wprt[1::4]:= wlast
wsign:= \ +*;
if wnet< \hex 0xO0C' then wsign:= \-" ~;
wprt[8::17]:= \hex 0x40206B2020206B202120
IP edmkwnet1::10] var wprt[8::17] rl);
rl=rlj 1,
afrl; 1] := wsign
writel(); writeld();
wchange:= IXF ap(wchange\hex 0x1C') end;
proc writel() ~
IP put(rdsoutddnamewprt var 09);
wprt := wspacesnd
end

8 Abstracting a Speci cation

This is about as far as the Fermal system can
get by purely automatic transformation applications
with no human intervertion. The next step in the
abstraction processis to changethe data represena-
tion sothat Tes becomelists. We unfold the writel
procedure and replace zap, ap and sp calls by their
actual operations. We abstract away from the layout
of the output Te by creating alist of the data elemeris
that appear on ead line of output and appending this
list to the output array:

begin
i = 0; flaaa:= 1;
output := hh MANAGEMEREPORT,
R ITEM NET CHANGE;
xswl:= 0;
doi:= i+ 1; wrec:= inputfi];

if i > n then exit(1) —;
if wrecwritem 6 wlast
then if f laaa6 1
then endgroup) ;

f_laaa:= O;
wlast:= wrecwritem;
wnet:= 0 ;

if wrecwrtype 6 \R'
then wnet:= wnetj wrecwrqty
else wnet:= wnet+ wrecwrqty " ;
xswl:= \hex OxFF' od;
if xswl= \hex OxFF' then endgroug) —;
output :=output +
hANUMBERHANGED "; wchangé ;
where
proc endgrour) ~
output := output + hhwlast wnetii ;
wchange:= wchanget+ 1 end
end

We can get rid of the switches xswland f_laaa by
unrolling the rst step of the do ::: od loop and
simplifying. We then useloop inversion to move some
statemerts to the top of the loop:

i =i+ 1; wrec:= inputfi];

if i >n
then skip
else wlast:= wrecwritem;
wnet:= 0;

do if wrecwrtype6 \R'
then wnet:= wnetj wrecwrqgty
else wnet:= wnet+ wrecwrgty " ;
i := i+ 1; wrec:= inputfi];
if wrecwritem6 wlast _ i > n
then endgrouf);
ifi>n
then exit(1)
else wlast:= wrecwritem,
wnet:= 0" od ;

We want to roll the two statemerts LAST :=
wrecwritem; wnet := 0 into the top of the loop, so
cornvert the loop to a double-nestedloop (loop doub-
ling) and take the statemerts out of the inner loop
(take out of loop). Then apply loop inversion. We can
then take the statemerts starting with endgrouyg) out
of the inner loop also:

i ;= i+ 1; wrec:= inputfi];
if i >n
then skip
else do wlast:= wrecwritem;
wnet:= 0;
do if wrecwrtype6 \R'
then wnet:= wnetj wrecwrqty
else wnet:= wnet+ wrecwrqty ~;
i:= i+ 1; wrec:= inputfi];



if wrecwritem6 wlast _ i > n
then exit(1) = od;
endgrou);
if i > nexit(1)  od ;
Finally, the outer if statemert can be removed by
converting the outer loop to a while loop (this is the
°oop to while transformation):

i ;= i+ 1; wrec:= inputi];
while i < n do
wlast:= wrecwritem;
wnet:= 0;
do if wrecwrtype6 \R'
then wnet:= wnetj wrecwrqty
else wnet:= wnet+ wrecwrqty ~;
i =i+ 1; wrec:= inputfi];
if wrecwritem6 wlast _ i > n
then exit(1) ~ od;
endgrouyf) od;

Note that, after the initialisation code, the invari-
ant wrec = inputfi] is always true, and for i > 1,
wlast = input[i i 1]writem is also true, as is the
invariant wchange= "(output) j 2. Sowe can remove
thesethree variables from the program.

The program now consists of two simple nested
loops, the outer while loop iterates over the groups
of records and ends with a call to endgroui), while
the inner do ::: od loop iterates over the recordsin
the group.

This suggeststhat we restructure the data to more
closely match the control structure of the program by
cornverting the input array to a list of lists where each
sublist consists of a single group of data elemers,
so that the outer loop processessublists one at a
time and the inner loop processeselements of eadh
sublist. The key to the data restructuring is to split
the input sequenceinto sectionssud that the outer
loop processe®nesegmet periteration. This is easily
achieved with a function split(p; B) which splits p into
non-empty sectionswith the section breaks occurring
betweenthose pairs of elemerts of p where B is false.
(See[12] for a formal de nition of split). In our case,
the terminating condition on the inner loop provides
the predicate on which to split:

funct sameitem(x;y) ~
X:writem = y:writem.

Then the new variable g is introduced with the as-
signmert: q := split(input; sameitem). We index the
g list with two variablesk; and k, sothat g[ki][k.] =
inputfi]. To do this we presene the invariant:

P=+=Coolitki 1)+ K

which, together with the invariant input = + =q gives
the required relationship. Adding these ghost vari-
ablesto the program we get:

g := split(input; sameitem);
=1k = 1; ko = 1;
while i < “(input) do
wnet = 0;
do if inputfi]:wrtype 6 \R’
then wnet:= wnet; inputfi]:wrqty
else wnet:= wnet+ inputfil:wrqty ~;
=i+ 1;
ko = ko + 1;
if ko > “(qkq]) then kg := ki + 1; kp:= 1 ;
if input[i]:writem 6 input[i j 1]:writem
i > “(input) then exit(1) ~ od;
endgroufg) od;

We can now replace referencesto the concrete vari-
ablesinput and i by referencesto the new variables g,
k; and k,. The key point is that i < “(input) if and
only if k; < “(g) and

input[il:writem 6 input[i ;| 1]:writem

is true when we have just moved into a new section
of the input: in other words, precisely when k, =
1. Sowe can remove the concrete variables from the
program:

g := split(input; sameitem);

ki = 1; ko= 1;
while k; < “(qg) do
wnet:= O;

do if gk;][kz]:wrtype 6 \R'
then wnet:= wnetj q[ki][kz]:wrqty
else wnet:= wnet+ g[kq][k>]:wrgty ~;
ko = ko + 1;
if ko > “(qky]) then ky ;== kg + 1; ko := 17
if ko, = 1 then exit(1) ~ od;
endgrouff) od;

Now the inner loop reducesto a simple for loop:

g := split(input; sameitem);
ki = 1;
while k1 < “(q) do
wnet:= 0;
for ky ;= 1to “(qk,]) step 1 do
if qlki][kz]:wrtype6 \R'
then wnet:= wnetj q[ki][kz]:wrqty
else wnet:= wnet+ g[kq][k>]:wrgty —;
ki = kg + 1;
endgroufg) od;



We can expressthe changeto wnet as a function of
the structure:

funct changés) ~
if s:wrtype 6 \R' then | s:wrqty else siwrqty .

It is clear that the inner loop is computing the sum
of the changeoutputs for all the structures in the sub
list gki], sowe can collapsethe inner loop to a reduce
of a map operation:

g := split(input; sameitem);
ki = 1;
while k; < “(qg) do
wnet:= +=changea g[ki];
ki = kg + 1;
endgrouig) od;

The endgroupprocedure simply appends an elemen
to the output list:

g := split(input; sameitem);
ki = 1;
while k1 < “(q) do
wnet:= +=changea g[k4];
output := output + hig[k,][1]; wnetii ;
ki = kg + 1
endgrouyf) od;

sowe can collapsethe outer loop to a map operation.
SeeSection 12 for the "nal speci cation.

This extracted speci cation looks very di®erert
to the original assenbler (see Section 11) but both
programs are semairically equivalent and generate
identical output Tes (when the output from the spe-
ci cation is formatted to match the assenbler).

9 Conclusion

This paper describes a particularly challenging re-
verse engineeringtask: using formal program trans-
formations to extract a high-level abstract speci c-
ation from an IBM 370 assenbler program. The
original assenbler program cortains seeral \la yers" of
complexity including self-madifying code, a °ag used
to direct cortrol °ow, a convoluted control °ow struc-
ture and so on. Fortunately the powerful automatic
transformations implemented in Fermal allow us to
remove the rst few layers of complexity before we
even have to look at the program. Moving to higher
levels of abstraction requires a certain amount of hu-
man intervention: particularly to select appropriate
abstract data structures. Howewer, this intervention
requires only localised analysis of the program. The

higher-level cortrol °ow transformations sud asloop
unrolling, loop rolling, taking code out of loops etc.,
are all implemented in the Fermal system and any
global analysis required by these transformations is
handled automatically.
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11 The Assembler Source

*  TSTO004A0 SAMPLEPROGRA(MCDONALDS)

REGEQU
*
* PRINT NOGEN
TSTO04A0CSECT
STM R14,R12,12(R13)
LR  R3RI15

USINGTST004A0,R3
ST  RI13,WSAVE+4
LA  R14WSAVE
ST R14,8(R13)

LA  R13WSAVE

OPEN (DDIN,(INPUT))
OPEN (RDSOUT,(OUTPUT))

MVC WPRT(17),=CL17’"MANAGEMERHPORT"
BAL RI10,WRITE1

BAL R10,WRITE1

MVC WPRT(20),=CL20'ITEM NET CHANGE'
BAL R10,WRITE1

BAL RI10,WRITE1

MVI  XSW1,0

LAA EQU *
GET DDIN,WREC
CLC WRITEM,WLAST
BE LAC

LAAA B LAB
BAL R10,ENDGROUP

LAB MVI  LAAA+1,0
MVC WLAST,WRITEM
ZAP WNET,=P'0'
BAL R10,PROCGRP
MVI  XSW1XFF
B LAA

LAC BAL R10,PROCGRP
MVI  XSW1XFF
B LAA

LAD CLI  XSW1XFF'
BNE LADA
BAL R10,ENDGROUP
LADA EQU *
MVC WPRT(17),=CL17’NUMBEBHANGED '
ED  WORKB,WCHANGE
LA R4,WORKB

LA R19

LADB  CLI O(R4).C
BNE LADC
LA  R4,1(R4)

BCT R1,LADB

LADC EX R1,WMVC1

*WMVC1 MVC WPRT+17(1),0(R4)
BAL R10,WRITE1

CLOSHEDDIN
CLOSERDSOUT

L R13,WSAVE+4
LM R14,R12,12(R13)
SLR R15,R15
BR R14

*

PROCGRFEQU *
ST R10,WST10A
PACK WORKA,WRQTY
CLI  WRTYPE,CR'

BNE LBA
AP WNET,WORKA
B LBB
LBA SP WNET,WORKA
LBB L R10,WST10A

BR RI10
*
ENDGROURQU *
ST R10,WST10A
MVC WPRT(4),WLAST
MVl WSIGN,C'+
CP  WNET=PO'
BNL LCA
MVl WSIGN,C-
LCA EQU *
MVC WPRT+7(10),=X'40206B2020206B202120'
EDMK WPRT+7(10), WNET
BCTR RL,0
MVC  0(1,R1),WSIGN
BAL RI10,WRITEL
BAL RI10,WRITEL
AP WCHANGE,=P'l'
L R10,WST10A
BR RI10
*
WRITEL EQU *
PUT RDSOUTWPRT
MVC WPRT,WSPACES
BR RI10
*
WMVC1 MVC WPRT+17(1),0(R4)
*
WSAVE DC  18F0
WST10A DS F
WREC DS  OCL80
WRITEM DS CL4
DS cCL1
WRTYPE DS CL1
DS cCL1
WRQTY DS CL3
DS CL70
WPRT DC CL8O'
WSPACESDC ~ CL8O'
WLAST DC  CL4w
WCHANGIC ~ PL40'
WNET DC  PL40O'
WORKA DC  PL20'
WORKB DC  XL10'40206B2020206B202120'
WSIGN DC  CLL' '
XSW1 DC  X00'
*
LTORG
*
DDIN  DCB DDNAME=DDIN,
DSORG=PS,
EODAD=LAD,
MACRF=GM
RDSOUT DCB DDNAME=RDSOUT,
DSORG=PS,
MACRF=PM
*
END

12 The WSL Speci cation

begin

g := split(input; sameitem);
output :=header+ processe

where

+ hWNUMBERHANGED "; ()i

funct sameitem(x;y) =~ X:writem = y:writem.
funct proces¢L) ~ H_[1];+=change= Li.
funct changés) ~

if s.wrtype 6 \R' then | s:wrqty else s:wrqgty ™.

end



